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Abstract: Due to the limited computational and storage resources of Internet of things (1oT) devices, data security relies
on lightweight cryptographic algorithms. However, since these devices are often operated in open environments, they are
highly vulnerable to side-channel attacks. To resist such threats, the new National Institute of Standards and Technology
(NIST) lightweight cryptography standard ASCON adopted a bit-sliced structure. Targeting this structure, an efficient bit-

wise correlation power analysis (CPA) attack was proposed . By introducing a key dimension-reduction decomposition
strategy, the theoretical attack complexity was reduced by ﬁ of the byte slice structure, thereby revealing potential se-

curity risks in this novel design. To counteract this attack, a power-equilibrated S-box defense scheme was proposed ,
which eliminated information leakage by ensuring constant power consumption in S-box operations, thus providing effec-
tive protection against bitwise attacks. Through an attack-defense co-design methodology, this work demonstrates the
vulnerability of the ASCON algorithm under bitwise attacks and provides an empirical reference for the secure imple-
mentation and attack protection of the ASCON algorithm in the Internet of things environment.
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